Action Plan: Cyber Attack 

Threat Warning Received

Special actions and notifications to be taken:

(  Notify ER Lead or Alternate ER Lead

(  Record and document all information pertaining to the threat warning

(  Do not disturb site if the threat warning could be a possible crime scene

(  Return to normal operations if no further action is required (i.e., the threat warning can be explained)

(  Begin the “Threat Decision Process” if the threat warning cannot be explained

Special actions and notifications to be taken if it is determined the threat is 
possible:

(  Notify local law enforcement

(  Notify State Drinking Water Primacy Agency

(  Evaluate threat warning and make decisions in consultation with State

(  Drinking Water Primacy Agency and local law enforcement

(  Initiate basic precautionary measures:

1. Alert staff and personnel about threat warning

2. Temporarily shut down SCADA system and go to manual operation using established protocol

3. Prepare additional notification lists if the situation escalates to the “Is the Threat Credible?” stage

If the threat is not possible, then return to normal operations. Otherwise, proceed to “Is the Threat Credible” stage.

Special actions and notifications to be taken to determine if cyber attack is 
credible:

(  Activate notification and personnel safety portions of ERP

(  Continue manual operation using established protocol

(  Consider whether to isolate source water

(  Consider whether to shut down system and provide alternate water

(  Evaluate whether the threat is credible in consultation with assisting agencies

(  Conduct actions/testing recommended by monitoring and sampling experts

If the threat is not credible, then return to normal operations. Otherwise, proceed to “Has the Threat been Confirmed” stage.

Special actions and notifications to be taken if cyber attack is 
confirmed:

(  Initiate full ERP activation

(  Follow State Incident Command System

(  Continue manual operation, source water isolation, or system shut down and alternate water supply, as appropriate

(  Issue public notice and issue follow-up media press releases

(  Make image copy of all system logs to preserve evidence

(  With law enforcement assistance, check for implanted backdoors and other malicious code before restarting SCADA system

(  Install safeguards before restarting SCADA system

(  Bring SCADA system up and monitor system

(  Assess/implement additional precautions for SCADA system
