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State. Records Manager 
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Departme=tlt of Education & Early Develop.ment 

SUBJECT: STATE PIPEUNECOORDINATOR'SOFFI.CE
 
AN'ALYSIS &RECOMMENDATIONS
 

I would like to thank YOU.r Scott and the rest of your staff for the assistance provi:ded 
during my field trip on April 4th -6th. I completed my review of the speo's records 
and haves'everal comments and recommendations" I believe it is critical that the 
SPCOaddress the first two.iSSlJeS at its earliest convenience~ 

1~. Case files:. Integri!y,Accounta·bility .~LiQbili:ty. After intervJeW$~JNithc$taff 

i,t is reas-onable to conclude that th~ int~9r:~iy f)f'_!~~=~~e_fH~ is currentJy__~!c _ 
ri$k+ To witT n Are the records compietet honest and trustworthy; do they 
provide evidentiary value regarding speo business transacti·ons? Is the 
information contained in the fifes com:pfeteJ unaltered, reliable and Quthentic
able to stand for the fact- it is about?U In most cases·the answer to these 
questions is yes: however, th~~~~i~ QdJstlirbingi substqntiatecJ aU~t'QI"l~thgt 

some· case··files includ~_ ~~_~~!hor:~~cJ_~~ttJli~~Lr~Pt?r:!~ __i~~~~~__Qn.cJ:P9 
J~!!~r~~~_!h~!~:i~pJy~tt:lt~~~ll:£l.Jr,.~f}~-~.regarding federafly executed work, J?y't_ 
~rtr:~~H!Y, "9~~t~~~rti~ipati9n_,t?~~gr_~~me.l'lthq~_9~~HLr~~. Assuch~ the BLM 
may'be exceeding itsstatu-toryauthorityuncler the TAPS Authorization (and 
subsequent granto:f ROW to Atyeska) and MineralLeosingActswith. the result 
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that federal documents QreG~mingled within the state case fUe.u 

Acocording to Q March 20#2007 email from Jerry Brossict BLM Auth.orized 
Officer to hiS engineering staff and copied to your BLM staff were instructed 
to use BL.M lefterheadwhen only the BLM has been involved. You agreed with 
Jerry ina follow-up email to your staff that someday. Thestateengineering 
manager, loui,s:Kozisek,provided 'evidence that the AO·s direction to his.staff 
is not being followed and that ~~r~ptJ~r:!~_4istrjbJrt~d._Ynd~r__theJl~Q_-~ 

l~tt~r~~d:arebei~":~~~~~~~~_~o~~ __~~~!~~~-~t!. __~I~ i the Docu'ment Tracking 
SyStim;-and-fiied~ .. 

Reccmmettdcffon: The SpeD should immediately request anAttorn~Y~~n~r~C_s 

Qffi~~il'rf'~!ti~tion,~pinion ormemorand<1 of advice regcwding potential state 
fi.a:biiity associated with the currentJ questionable business p·ractic:esof the 
BLM. ~~a~()p~~pm~~~=,untif the AGO has completed its review end =in 
ord.er to protect the state t S lega! interests: under its statutes and' the Alaska 
SttJteh()()d Act, t~e S:PCO should initiate an QlId~!!Pr't?£~~-cff)rc ~~fUe 
~~~r~:tiQ.Ml inciudingentries and reports entered in DTS, to ensure 
jurisdictional intagrity of the records. The offi·ce may compietea. lfNotice of 
Non-Concurref\(eff or' similar rormto certify that the state has not reviewed a 
particular surveiUance rep,ort~ assessmentJ etc. Further$ the SPCO Should work 
with the BLM to develop format written policies, p·rocedures/processes 
regarding file integrity and i~ntermi·ngling of documents; and··9, insist that B,LM.
written documents· identify the SUA as the authority, not the JPO_ 

2.	 Stete Fj'e~· Ulider SLM Corrtrof,Some staff feel that the:~~M~~~JlQ.ve 

st5tt~_~~o~~~ttlents'~casefries in Its custody~ but this has not been 
sub~fantiQted#.nor have Sfaffclaimedthere WQS criminal or purposeful theft of 
State documents~ There are concerns that _ deep ti~ 
to thefederol government, perhapstlallegiance,tI and state records. 
custody ended up umissing,:f In one instance 10 boxes di·s:Qppecred. Further, 
there is speculation· that other stateoocumentsunder this employee·5 purview 
were placed in the BLM files'* 

~~ommend~tjOlt·:. The state l through Phif Reeves; Assistant AG, should submit 
a FOIA request to the alIA Authorited Officer requesting to review all BlM 
case files (or to ufilizaa sampling methodology if' Q complete review :is 
impractical) to clea.r the air once·and for cit os to whether the BLM has state 
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fifes in its cusTody" You and Scott should· perform the review., Both sides 
shoutd work out the arrangements of the review aooyou,f with the facilitation 
of the AD, .should finalize written FOrA pro·cedures for steps t·o be take·nin 

future reviews. 

3~ Efe:ctronic Records Administration: StorQge and ownership of joint state/federal 
information# including email. TheSPCO utilizes SUA seFvers and shares services, 
d:ata and processes; and, administers NoveUGroupWise WebAccess for ·emaiL 
Current information technology policies include: Email S·ize &Storage Policy 
(2/9/07); Shared &Personal Network :Storage Policies (2/9/07); Information 
Accountability (6/22104). These policies are weHdone and up-to-d.ate.. The 
nefwor.k admini$trator stores and regular'ly rotates backup security tapes offsi'te 
at a focal bank" 'You mentioned a plan to procure your own email server for state
only use~ 

Reeommendction: r believe C1 better and more cost .~fft!~!iv~~_~~Rr~~<.:~j~ __tQ~~b_ave 

the SPCO' b·ecome a~rt:()fth~~gt~em_qns~~tern and store its email on an 
Enterprise Technology Services Division archive server~ Irtformationabout this 
p·roject is available here: http://www.state.ak¥usllocal/gkPQges/ADMIN/info/msEA/ . 

Instead of a Ufirst initial dot last name @ jpo dot doi 'dot gov·· email address staff 
would receive Q 1tfirst name dot last name @alaska dot govflU 

address~ Your 
offi'ce f semail would beadmin:istered legally and efficiently with the Zarltaz 
Enterprise Archive Solution.. The SpeD would set email acceSs rights and 
information stores would remain safe and. secure for theirfuli retention periods. 
This would solve the current spotty emaIl compHancethat Greg Doggett noteds 
Russell Kunibe$ Data Processing Manager in· ETS could advis·e "the SpeD· how to best 
accomplish participation in theSOA enterprise solution. Resources saved by not 
procuring an email server could be spent on Q:state-owned file server~ 

To· parallel the .paper-based separationof'file"S, theSPCO $;houid consider 
migrating etectroni:c documents· from the federatservers to its new fife server (or 
begin from a point-forward basis),. .Authorized users# including' the pubUcand 
BLM could access non-confidential state .documentst through a secure SteUentr 

E'nterprise Content Management Web-based portell that provides a central entry 
point of access to agency informationj fUes i r~ports .and other resource to.ols~ 

Sin·ce rnuchofyour information' is already routed to your staffelectronicQUy1 the 
SPCOcould. set a five year gocd to dig'itize' 'nearly aU processes so th4t f'Recordlt 

copi'es Q:re administered digitally in an .unalterable form~ 
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4* Case. files: Procedures, Mancgement,and Organizctioni'intluding file 9ui·des~ 

i:ndices Qnd manuals for ep2"'~~~~f!\g!~IY~Q9.~~QJ~f~~t".~fJ~~~gtq-?~JPO Procedure 
P-A.;..12 for your case fifes dated March 81 2005 is one of the best I have ever 
seen" The phys.fcallocation of the case files is spread over two floors within 
compact shelving and five-drawer·file cabinets? The do:ors are·secured by keyed 
locks andprotectt'he files from unauthorized aC'cess~ According to staff fi-tesare 
rarely lost; file checkout cards are used and a ured dotH system has been 
implemented for closed out cases. You and Scott make the determinotion 
regarding confidentiality t including which staff are authorized for clearance to 
review these files; and 1 which documents. will be scanned and place.d in DTS.. 
Originals are secured in manila folders within the fHe~ There is a well-delineated 
mati handling procedure ffow- chort that graphically describ:e5 the recor-ds path and 

incorporation into the case fHes. The detailed files plans currently used have. been 
devefopedand structured according to each particular lease and areprecise/but 
fack cons-istency.. Although some filescheinas are too detailed to be of optimal use; 
I don; t re.commend changing any of the fHe plans as the effort expend~dmay have. 
dubious value~ 

Recommenaaticm-: Pr:ocedure P-A-12 Should be updated at your earliest 
convenience to reflect the flew reality of segregated hard copy fiJesas peer the 
Augu.sf 25, 2006 memo from you and the AOandissued to aU staff: and the factt 

that there is no longer a records analyst position~ This pro:cedure inchJdes the 
Official Record Definifi-o-n (5/29/03), which is exceU-ent .but should include a 
reference to AS 40.21.150(6) which d-efines Urecordlf in sta.tute ·and4 AAC59 that 
defines Uelectronic record~jf 

You may wish to consider keylessJ cipher locks for greater control and securityK It 
might be reasonable to reference the confidentiality citati-onon the outside of the 
folder l in addition to the specific citation in DTS. 

In the future it may be possible to m-ove to-ward a standardized file classification 
schema! or taxonomy, with SteUent tools;, Youshoufd cdsobe able: toscon aU files 
and r,estrict acceSS by using confidentiality check boxes. 
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5. Records Retentic:m Schedule, including archi-vi.stopinion of case file records. r 
spoke with the ar'chivist and he concurs that ttte case fHes have permanent 
~istorical significance documenting substantive activities 9f the SP·CQ~. Upon ..' 
receipt at the state archive5 these records wHI be includ.ed in a preservationJ 

microfUming proJect~ 

I attached an updated 13 pagesch.edufe which includes only state records. The 
Qddera:dum on page 13 HstsaU applicab:le confidentiality·restrict:ions. Severa~ o·f 
the records se.ries are also listed on the GenerrJ/ Administrative ,Records 
Retention Schedule and r cross-referenced those fire sets in the ttRemarkstt 

column. This document is ready fO'ryour off'feels review and any amendments, 

delet.ionsor other edits may be emaHed back to me'k 

I hope this has been of value to you. Please .let me know if you have any questftJrls. 
Tha;nbGf·oryour consideratio,n in this matter ~ 

cc: Scott Pexton; Chief of Right-af-Way 
Ken NaiL State ArchivistfLAM 
Kay Shelton~Director LAMT 

Pat Obrien( Micrographics Supe·r\lisor~ LAM 
Larry Hibpshman1 Archivist t LAM 
Neil Siotn.ick; Assistant AG
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